Abstract. Lack of a universally accepted and comprehensive taxonomy of cybercrime seriously impedes international efforts to accurately identify, report and monitor cybercrime trends. There is, not surprisingly, a corresponding disconnect internationally on the cybercrime legislation front, a much more serious problem and one which the International Telecommunication Union (ITU) says requires 'the urgent attention of all nations'. Yet, and despite the existence of the Council of Europe Convention on Cybercrime, a proposal for a global cybercrime treaty was rejected by the United Nations (UN) as recently as April 2010. This paper presents a refined and comprehensive taxonomy of cybercrime and demonstrates its utility for widespread use. It analyses how the USA, the UK, Australia and the UAE align with the CoE Convention and finds that more needs to be done to achieve conformance. We conclude with an analysis of the approaches used in Australia, in Queensland, and in the UAE, in Abu Dhabi, to fight cybercrime and identify a number of shared problems.
Introduction
Grabosky, Smith and Dempsey [1] note that the "fundamental principle of criminology is that crime follows opportunity, and opportunities for theft abound in the Digital Age". Grabosky [2] indicates that the growth of computer technology and the Internet have increased the opportunities for criminals to commit cybercrime. While the general problem posed by cybercrime has been known and identified for sometime now, there are markedly different interpretations of the nature of cybercrime [3] . Cybercrime has historically referred to crimes happening specifically over networks, especially the Internet, but that term has gradually become a general synonym for computer crime, and we use these two terms as synonyms except where we make explicit otherwise. Another synonym still, one that is increasingly being used, is the term 'hi-tech crime' which makes explicit that such crimes include crimes involving any device incorporating an embedded digital device. Unfortunately, in developing more detailed and precise definitions and taxonomies, different countries and national and international organizations have given rise to diverse and often inconsistent definitions and taxonomies. In fact, the United Nations (UN) [4] noted that the problems surrounding international cooperation in the area of computer crime include the lack of global agreement on what types of conduct should be designated as computer crime and the lack of global agreement on the legal definition of criminal conduct. Without common agreement or understanding on cybercrime definitions and taxonomy, it is difficult to report on its nature and extent consistently from one country to another, and to monitor trends in an informed manner. Furnell (2001) [3] notes that having a consistent classification of cybercrime would be beneficial to individuals and organizations concerned with countering the problems of cybercrime, and to those concerned with reporting these kinds of offences. The G8 [5] has recommended each country to map its high-tech crime taxonomy to "make it addressable with other countries".
Section 2 of the paper discusses the variety of terms, definitions and taxonomies used to describe cybercrime, including ones used by international organizations such as the UN and Council of Europe (CoE). Section 3 presents our refined and extended cybercrime taxonomy and demonstrates its utility and broad applicability. Section 4 explores the influence of the CoE Convention on Cybercrime (CoE Convention) internationally by analysing how the USA, the UK, Australia and the UAE 1 conform to the CoE Convention. These four countries represent a spectrum of development and culture and have been chosen partly for those reasons. Our results show not surprisingly that more needs to be done in order to address harmonization of cybercrime legislation amongst these four countries and, by extension, globally. As part of our analysis of how the fight against cybercrime is proceeding globally, Section 5 concludes the paper with a comparison of the approaches used by the Queensland Police Service in Australia and by the Abu Dhabi Police service in the UAE to fight cybercrime. The analysis shows that resourcing is a problem, and so too is reporting of cybercrime.
Terminology and Taxonomies
There are, at present, a large number of terms, definitions and taxonomies proposed or used to describe crime involving computers. The terms include computer related crime, computer crime, Internet crime, e-crime, digital crime, technology crime, hightech crime, online crime, electronic crime, computer misuse, and cybercrime. The latter has been widely used recently [3, [6] [7] [8] [9] [10] [11] [12] [13] .
Symantec Corporation [14] defines cybercrime broadly as "any crime that is committed using a computer or network, or hardware device". This is a very broad definition that not only includes crimes that use or target computer systems and networks, but it also includes crimes that happen within a standalone hardware device or computer. Kshetri [15] analyses cybercrime and its motivation in terms of cost-benefit to the cyber-criminal and defines cybercrime as a crime that utilizes a computer network during the committing of crimes such as online fraud, online money laundering, identity theft, and criminal uses of Internet communication. Wall [16] describes cyberspace and the new types of crime as "new wine, no bottles", however, in contrast, Grabosky [17] suggests that it is a matter of "old wine in new bottles", since the cybercrime is "basically the same as the terrestrial crime with which we are familiar". However, generally and as indicated previously, the term 'cybercrime' involves not only new crimes against computer data and systems, but it also involves traditional crimes such as fraud.
